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DETAILED ACTION 
Response to Amendment 

1. Applicant's amendments with respect to amended claims 1 - 2 and new claims 19-21 
submitted 02/15/2007 have been accepted and entered. As such claims 1 - 21 are pending and 
have been examined. 

Response to Arguments 

2. Applicant's arguments, see pages 8-11, filed 02/15/2007, with respect to the 
rejection(s) of claim(s) 1-18 under 35 USC 1029b) have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon further consideration, 
a new ground(s) of rejection is made in view of 35 USC 103(a). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1 -2, 4-6, 10- 16, 19-21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Naslund et al. in US Patent No. 5557676 (hereinafter US '676) and further in 
view of McDonald in US Patent No. 4965827 (hereinafter US '827). 

4. For claim 1 and similar claims 6 and 12, US '676 discloses: 

A method of conveying a data packet over a packet network from a first server to one or more 
authorized recipient servers, the method comprising: 

(i) a first server, storing a list comprising one or more non-duplicated random numbers; 
(see column 7, lines 5 - 7: list at system) 
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(ii) sending a copy of said list to an authorized recipient server by secure communication 
means; (column 7, lines 5-7: list at remote station; see column 4, lines 15-25: secure 
means...) 

but does not expressly disclose 

(iii) selecting a number from said list of stored random numbers and including said 
selected random number in a data packet to be sent to said authorized recipient serven/vherein 
said selected random number has not previously been selected and included in a data packet to 
be sent; and 

(iv) sending said data packet to said authorized recipient server. 

McDonald in US '827 however does disclose (iii) selecting a number from said list of 
stored random numbers and including said selected random number in a data packet to be sent 
to said authorized recipient serverwherein said selected random number has not previously 
been selected and included in a data packet to be sent; and 

(iv) sending said data packet to said authorized recipient server (see Figure 2: random 
number included in data packet). 

Naslund et al. and McDonald are analogous art because they are from the same 
problem solving areas (authentication of data packets). At the time of the invention, it would be 
obvious to one of ordinary skill in the art to modify the list of random indexed numbers at the 
source and destination systems of Naslund such that a number would be included in a data 
packet transmitted to a destination system as in McDonald. The motivation for doing so would 
have been to allow a high degree of security by authenticating communications so as to 
minimize the risk of fraudulent transmission or reception of data packets. Naslund discloses 
communication transmission in analog form while McDonald discloses communication in digital 
form. The communication transmissions are obvious variants of each other and it would be 
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obvious to a skilled artisan to convert an analog communication to a digital communication to 
simplify and improved the communication. 

For claim 2 and similar claims 19, 20 and 21, US '676 discloses: 
A method according to Claim 1, further including: receiving an acknowledgement message 
including a sequence number; identifying the position of said selected random number within 
said list of stored random numbers.from step (iii); 

(vii) comparing said received sequence number with said identified position; and 

(viii) re-sending said data packet to said authorized recipient server if, at step (vii), said 
sequence number does not match said identified position, (see column 4, lines 62 - column 5, 
lines 1 - 7: comparing values at source and destination system list numbers...) 

For claim 4 and similar claim 10, US '676 discloses: 
A method of conveying a data packet over a packet 

network from a first server to one or more authorized recipient servers, the method comprising: 

(a) receiving by secure communication means at an authorized recipient server, a list 
comprising one or more unique non-duplicated random numbers, and storing said list; (see 
column 7, lines 5-7) 

(b) receiving at the authorized recipient server a data packet including a random number 
that is included in said list of authentic; (see column 4, lines 15-25) 

but does not expressly disclose - 

(c) sending a message acknowledging receipt of said data packet if said received 
included number is contained within said stored list of one or more non-duplicated random 
numbers and if said included number was not included in an earlier received data packet. 

McDonald in US '827 however does disclose (c) sending a message acknowledging 
receipt of said data packet if said received included number is contained within said stored list of 
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one or more non-duplicated random numbers and if said included number was not included in 
an earlier received data packet (see Figure 2: random number included in data packet). 

Naslund et al. and McDonald are analogous art because they are from the same 
problem solving areas (authentication of data packets). At the time of the invention, it would be 
obvious to one of ordinary skill in the art to modify the list of random indexed numbers at the 
source and destination systems of Naslund such that a number would be included in a data 
packet transmitted to a destination system as in McDonald. The motivation for doing so would 
have been to allow a high degree of security by authenticating communications so as to 
minimize the risk of fraudulent transmission or reception of data packets. Naslund discloses 
communication transmission in analog form while McDonald discloses communication in digital 
form. The communication transmissions are obvious variants of each other and it would be 
obvious to a skilled artisan to convert an analog communication to a digital communication to 
simplify and improved the communication. 

For claim 5 and similar claims 11 and 16, US '676 discloses: 
A method according to Claim 4, wherein, at step (c), said acknowledgement message includes 
a sequence number indicative of the position of said included number within said stored list, 
(see column 5, lines 1-10) 

For claim 13, US '676 discloses: 
A method as in Claim 12 wherein said unique data values in the list are random data values, 
(see column 7, lines 5-7) 

For claim 14, US '676 discloses: 
A method as in Claim 12 wherein said included member of the list is selected from a random 
position in the list, (see column 7, lines 5-7) 

For claim 15, US '676 discloses: 



Application/Control Number: 10/049,844 Page 6 

Art Unit: 2132 

A method as in Claim 12 wherein : said unique data values in the list are random data values; 
and said included member of the list is selected from a random position in the list, (see column 
7, lines 5-7) 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 3, 7 - 9, and 17-18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Naslund et al. in US Patent No. 5557676 (hereinafter US '676) and McDonald in US Patent 
No. 4965827 (hereinafter US '827) further in view of Nishio in US Patent No. 5521732 
(hereinafter US 732). 

6. For claim 3 and similar claims 7-9 and 17 - 18, US '676 discloses the method of 
sending a data packet but does not expressly disclose resending the data packet if a first 
attempt failed or was not received. 

Nishio however in US 732 disclose resending a data packet (see Abstract: signal 
indicating resending...). 

At the time of the invention, it would have been obvious to a person of ordinary skill in 
the art to modify the method of sending a data packet as in Naslund et al. such that it would be 
resent to a recipient if a first attempt failed or was not received as in Nishio. The motivation for 
doing so would have been to ensure data packet transmission to an authorized recipient. 
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Conclusion 



7. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Laurel Lashley whose telephone number is 571-272-0693. The examiner 
can normally be reached on Monday - Thursday, alt Fridays btw 7:30 am & 5 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, Jr. can be reached on 571-272-3799. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 

would like assistance from a USPTO Customer Service Representative or access to the 

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Laurel Lashley 
Examiner 
Art Unit 2132 





